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Presentation outline
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‒ Cyber Crime – a short history

‒ Data breaches and notifications

‒ Confidential information and community concerns

‒ Working with government

‒ Penalties

‒ Supply chain risks

‒ Opportunities through adversity
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‒ “Close to a fifth of the entire world’s                                                    

shipping capacity, was dead in the water”

‒ Thank goodness for Ghana

‒ Learning from “black swan” events

Ref:https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/

NotPetya - Maersk Shipping 2017



NotPetya - DLA Piper 2017
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‒ 3,600 lawyers in 40 countries, revenue of 

USD$2.5b

‒ For two days after the attack, all emails and

phones were knocked

‒ One week on “employees’ access to emails

    and documents severely curtailed”

‒ Learning from “black swan” events

https://www.ft.com/content/1b5f863a-624c-11e7-91a7-502f7ee26895



The alarm bells - Medibank Private & Optus
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Major data breaches 2024/25 - Australia

6
https://www.webberinsurance.com.au/data-breaches-list



';--have i been pwned?

https://www.abc.net.au/news/2023-05-18/data-breaches-your-identity-interactive/102175688 7



The alarm bells - Medibank Private & Optus
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Medibank Private & Optus – AIC Representative Complaints

9Footer

‒ A Representative Complaint is a complaint made by an individual under section 36 of the 

Privacy Act 1988 (Ch) (Privacy Act) on behalf of other individuals who have similar complaints 

about an act or practice that may be an interference with their privacy.

‒ The AIC has decided to investigate the Medibank and Optus representative complaints 

concurrently with the Commissioner-initiated investigations (CII) into the same respondent 

entities. 

Ref: https://www.oaic.gov.au/newsroom/representative-complaints#what-is-a-representative-complaint

https://www.oaic.gov.au/newsroom/representative-complaints#what-is-a-representative-complaint
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Increased penalties result
Whatever is the greater of:

‒ $50 million;

‒ Three times the value of any benefit obtained

  through the misuse of information; or

‒ 30% of a company’s adjusted turnover in

  the relevant period.

‒ Greater powers to AIC



Australian Securities and Investments Commission v RI 
Advice Group Pty Ltd [2022] FCA 496 
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Australian Securities and Investments Commission v RI 
Advice Group Pty Ltd [2022] FCA 496 
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Australian Securities and Investments Commission v RI 
Advice Group Pty Ltd [2022] FCA 496 

https://download.asic.gov.au/media/zhodijpp/22-104mr-2022-fca-496.pdf 13



Government Response Privacy Act Review Report

https://www.ag.gov.au/sites/default/files/2023-09/government-response-privacy-act-review-report.PDF 14

‒ Australians are seeking greater protection in the handling of their 
  personal information

‒ 2023 ACAP survey - Three in five (62%) of Australians surveyed see 
the protection of their personal information as a major concern in 
their life

‒ 75% consider that data breaches are one of the biggest privacy
  risks they face today 

‒ 84% want more control and choice over the collection and use of
  their personal information

‒ 89% would like the Government to provide more legislation in this 
area



Nightmares for organisations
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Businesses working with government

Ref: https://NOCS HWL Ebsworth Lessons Learned Report (homeaffairs.gov.au) 16

‒  Lessons Learned

‒ What worked well?

‒ What was challenging?

‒ What was interesting?

‒ Applying the lessons learned

https://www.homeaffairs.gov.au/reports-and-pubs/PDFs/nocs-hwl-ebsworth-lessons-learned-report.pdf


Nightmares for organisations…

17https://www.smh.com.au/national/nsw/prominent-sydney-law-firm-hit-with-cyberattack-massive-data-breach-
20250313-p5ljd8.html



Nightmares for the public

18https://www.cyberdaily.au/security/11945-experts-australian-super-hack-an-attack-on-the-publics-
trust?utm_source=CyberDaily&utm_campaign=08_04_2025&utm_medium=email&utm_content=Daily&utm_emailID=202bc2d492b8fb36486e
9d49154dbbb3656c87dccaa940a87873b84dbcd4eeb3

‒  Impacts public trust



PII - Cyber assisted fraud claims



Cyber Risk Insurance
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Lawcover Group Cyber Risk Insurance Policy

21

Lawcover’s group cyber risk insurance policy  

‒ Automatic cover for law practices that purchase Lawcover’s PII

‒ Up to $50K limit

‒ No premium payable by law practices

‒ Crisis and claims assistance

‒ Subject to terms, conditions & exclusions of the policy wording

‒ A per-claim excess applies

‒ > 90% are caused by Business Email Compromise



Cyber claims – Lawcover Group Cyber Risk Insurance Policy
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How to avoid a double excess

2024/25 Professional Indemnity Insurance Schedule

Excess: 

– EXCEPT THAT excess means twice that amount for claims arising from 

any payment or electronic funds transfer made on an instruction or 

authorisation that the law practice did not take reasonable steps to 

verify.
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Victorian Legal Services Board + Commissioner

https://lsbc.vic.gov.au/sites/default/files/2024-02/VLSB%2BC_Minimum_Cybersecurity_Expectations.pdf 24



Victorian Legal Services Board + Commissioner

https://lsbc.vic.gov.au/sites/default/files/2024-02/VLSB%2BC_Minimum_Cybersecurity_Expectations.pdf 25



Business Email Compromise
What is it and how does it work?
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Collect 
information 

on the target

Impersonation 
email sent to 
target (e.g. 
request to 

change bank 
account details) 

Target provides 
information (e.g. 
make the change 
to bank account 

details)
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occurs (e.g. funds 
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unknowingly to 

criminal)



Ransomware
What is it and how does it work?
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Business Email Compromise and Ransomware - Causes

— Use of the same password for different accounts
— Use of a password that is easily guessed (e.g. birth dates)
— Passwords recorded in a notebook
— Use of a variation of the same password for different accounts

Weak passwords

— Decision and skill-based errors, (e.g. opening malicious email or 
attachments or clicking a malicious link)

— Lack of or inadequate protective software to block malicious emails
— Lack of staff training and awareness of cyber security and threats

Malicious links and attachments
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Business Email Compromise and Ransomware - Causes

— Use of WiFi available in public places
— Use of portable storage devices that are not your own or are unprotected
— Failure to protect your own portable storage devices

Risks with WiFi and USB drives

— Little or no protection software to safeguard your system

— Disabled software protection alerts
— Failure to perform updates when alerted

— Failure to perform frequent data backups
— Failure to check efficacy of data backups

Poor protection software and data backups
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cyber.gov.au
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Supply chain risk – fourth party risk
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Australian Cyber Security Act

BREAKING: Australian Cyber Security Act passed into law - Cyber Daily 32

https://www.cyberdaily.au/government/11407-breaking-australian-cyber-security-act-passed-into-law?utm_source=CyberDaily&utm_campaign=26_11_2024&utm_medium=email&utm_content=Newsflash&utm_emailID=202bc2d492b8fb36486e9d49154dbbb3656c87dccaa940a87873b84dbcd4eeb3


Digital ID Act 2024

https://www.Digital ID Act 2024 | Digital ID System 33

https://www.digitalidsystem.gov.au/what-is-digital-id/digital-id-act-2024


https://lawcouncil.au/resources/policies-and-guidelines/national-legal-profession-anti-money-laundering---counter-terrorism-financing-guidance 34

AML/CTF changes

Extract from The Law Council of Australia

National Legal Profession Anti-Money 
Laundering & Counter-Terrorism Financing 
Guidance

28 June 2024



ACT Law Society - AML/CTF HUB

35https://actlawsociety.asn.au/practising-law/aml-ctf



LSNSW Resources 
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Lawcover’s Cyber Resources

lawcover.com.au/cyber-resources/
37



Lawcover’s Cyber Resources

lawcover.com.au/cyber-resources/ 38



Lawcover’s Guide to Cyber Security

Designed to help legal practices navigate the world of 

cyber security; identify and prioritise their security 

needs and implement effective defense systems, 

ongoing protection and appropriate response plans in 

their own practice.

39lawcover.com.au/cyber-security-guide



Lawcover’s Guide to Cyber Security

lawcover.com.au/cyber-security-guide

Supplementary materials with step-by-step
instructions to help protect critical aspects of your practice.

40
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Cyber security response plan and tips

https://www.lawcover.com.au/wp-content/uploads/2022/09/Guide-to-Cyber-Security.pdf 41



Cyber security response plan and tips

https://www.lawcover.com.au/wp-content/uploads/2022/09/Guide-to-Cyber-Security.pdf 42



Cyber security response plan and tips

43
https://www.lawcover.com.au/wp-content/uploads/2022/09/Guide-to-Cyber-Security.pdf



Cyber Security
Malcolm Heath, Practice Risk Manager
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